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ABSTRACT

loT network can be deployed in various domains i.e. healthcare, industry, agriculture, smart
homes, military, surveillance etc. Differentdevices such as sensors, actuators, machines,
industrial robots etc. can exchange the data over open network. In such case, authentication of
intermediate nodes is quite challenging as well as data can be intercepted during transmission.
To prevent the unauthorized to network resources, it is necessary to authenticate the nodes. In
this paper, various constraints related to authentication over 10T network will be explored.
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I. INTRODUCTION

Internet of Things (loT) enables the machine to machine communication and it supports data
exchange between different types of devices i.e. sensors/mobile phones/computers/robots etc.
Transmission over heterogeneous environment may invite the intruders those can capture the
network traffic to launch the threats. Following are the common threats for 10T networks:
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Figure: 1 Security threats for preception layer

Figure 1 shows the security threats for preception layer and these are signal
jamming/nodeoutage/capturing/spoofing etc.
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Figure: 2 Network layer atatck
Figure:2 shows the network layer threats and it includes denial of service/data transmmit
attack/routing atacks etc.
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Figure 3: Support layer attack

Figure 3 shows the different types of support layer atatcks that includes data temering and
unauthorized access to network resources.
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Figure 4: Application layer attack

Figure 4 shows various types of atatcks those can be launched over application layer snd it
includes malicious node injection/intigrity voilation and session hijacking etc.
Challenges for security provisions

Device authentication in hetrogenious environment is quite complex

Identifiction of trusted devices over network is another issues

Compatibility issues of traditional cryptography methods with 10T devices

Key calculation may consume excessive resources over 10T network

Quite difficult to develop a single security solution of entire 10T network due to
hardware/software compatibility concerns.

Key management at large scale 10T network is another issue.

Security Goals
There is need to:

devlop a zero trust based security provision for 10T devices.

Optimize the cryptography methods to minimize resource consumption/computational
overhead etc.

ensure hardware and software compatibilty by adapting universal standards.

devlop a single security framework to secure the 10T network from multiple threats
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security provision must able to secure the network under the constraints of cross layer atatcks.
[1-5]

Il. LITERATURE SURVEY

U. Chatterjee et al. [6] used Elliptical curve cryptography (ECC) method to secure the
communication over loT networks. Experiments show that it offers lightweight authentication
and key management process that consumes less network resources (under the constraints of
compromised network) as compared to existing schemes.

Q. Ma et al. [7] developed an authentication scheme for smart home appliances. It uses device
signatures for the authentication the neighbors over loT network. Analysis shows that
intermediate devices can authenticate each other to ensure the secure communication against
forging attack.

Y. Li [8] developed a multi-factor authentication scheme for loT networks using ECC
cryptography. It uses a real-random model for security and it also calculates the trust factor on
the basis of device signatures. Analysis indicates that it is more secure/resource efficient as
compared to existing authentication schemes.

R. Krishnasrijaet al. [9] developed a polynomial based authentication process for 10T networks.
It uses session keys for device authentication. Simulation results show that it can guard the
network resources against common security threats as well as it has less computational overhead.
Z. Wang et al. [10] introduced a lightweight authentication scheme for 10T networks. It assigns
unique id (based on the device hardware) to each device in the network and after that a
centralized server is used to register the devices for secure communication. Analysis show that it
consumes less computational resources as compared to existing schemes.

A. G. Mirsaraei et al. [11] integrated the ECC method with blockchain technology for the smart
card based authentication over I0T networks. It uses a private trusted server for blockchain based
user registration. Analysis shows that it outperforms in terms of computational overhead/energy
consumption.

P. Tyagi et al. [12] investigated the issues related to multi-factor authentication scheme. Study
shows that it is less secure against man-in-middle attack as session keys can be compromised at
intermediate device level. Analysis data can be further utilized to overcome from the
shortcoming of this scheme.

Z. Siddiqui et al. [13] integrated the digital certificate based authentication over 10T networks
using a centralized server. Experiments show that it is highly efficient scheme as compared to
existing schemes (Prosanta/Biplab authentication).
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Z. Wang et al. [14] proposed a key agreement protocol for device authentication using third party
centralized server that is responsible to distribute/manage the keys for each device. Analysis
shows that it is more robust as compared to existing scheme (mutual identity).

Y. Zheng et al. [15] introduced an end point authentication protocol for loT networks. It
integrates fuzzy logic for key generation/distribution/management. Analysis shows its resistance
against common threats (man-in-middle/ replay attack) as well as it consumes fewer resources as
compared to existing methods.

I111. RESEARCH GAPS

Researchers investigated the few common threats over IoT networks i.e. replay attack/man-in-
middle attack etc. and developed various authentication schemes to identify the legitimate
devices over the network. As per study, it can be stated that lIoT devices are low powered and
lightweight cryptography methods are required as traditional security provision are not
compatible with such type of devices due to excessive computational overhead as well as these
methods also consumes extra resources. Current investigation indicates that there is need to
optimize the cryptography methods in terms of computations/energy consumption/bandwidth
usage as well as there should be a provision to encounter the threat under the constraints of
compromised network.

IV. CONCLUSION

Current study explored the different provisions to secure the communication over loT network. It
can be observed that authentication and authorization both are critical facts because it is quite
hard to recognize the devices over heterogeneous/open network environment. Researchers
developed various solutions to strengthen the 10T security. It includes the different protocols i.e.
end point authentication protocol and key agreement protocol. Researches also proposed
authenticationusing digital certificates, multi-factor, lightweight blockchain method, polynomial
based, smart device verification and efficient key management scheme etc.

In future, it will be extended to provide the secure communication over other networks i.e.
Wireless sensor networks/Mobile ad hoc networks etc.
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