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  Abstract  

 
 This article, drawing upon the author's expertise in hardware 

security within industries such as robotics, autonomous 

vehicles, and fintech, this article delves into the pervasive 

threat posed by side-channel attacks on hardware systems. It 

explores the broader relevance of hardware security practices 

across all sectors and provides actionable insights into securing 

hardware against such attacks by the way of case studies of 

relevant incidents. 

Additionally, it underscores the potential consequences of 

neglecting hardware security, underscoring the necessity of 

proactive implementation to mitigate the risk of side-channel 

attacks and protect against emerging threats in diverse 

industrial landscapes. 
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1. Introduction 

In today's interconnected landscape, the security of hardware systems stands as a critical 

concern across industries, from finance to healthcare and beyond. Amidst the well-recognized 

threats of cyber attacks, side-channel attacks on hardware are often overlooked. Side-channel 

attacks capitalize on the unintended leakage of physical signals emitted by hardware during 

operation. These leaks, which can manifest as variations in timing, power consumption, 

electromagnetic radiation, or even acoustic emissions, provide attackers with a covert means to 

access sensitive data and compromise system integrity. 

 

This article aims to provide a comprehensive understanding of side-channel attacks on hardware 

systems, drawing upon the author's expertise in securing hardware across diverse industrial 

domains, including robotics, autonomous vehicles, and fintech. In the subsequent sections, this 

article will delve into the mechanisms of side-channel attacks, their real-world implications, 

challenges in mitigation, state-of-the-art solutions, and future research directions. Through this 

comprehensive exploration, it aims to provide stakeholders across industries with actionable 

insights to fortify the resilience of their hardware systems against the stealthy threat of side-channel 

attacks.,  

                                                           
1 Senior Hardware Security Engineer, Block Inc, US 
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2. What are side-channel attacks ? 

Side-channel attacks on hardware refer to a class of security threats that exploit unintended 

physical characteristics or "side channels" of a hardware device during its operation. These side 

channels may include variations in power consumption, timing, electromagnetic emissions, or even 

acoustic signals generated by the device's internal components. By analyzing these side-channel 

signals, attackers can infer sensitive information such as cryptographic keys, data processing 

patterns, or internal states of the device, without directly accessing or manipulating the device's 

software or data. 

 

Unlike traditional cyber attacks that target software vulnerabilities or network 

communication, side-channel attacks focus on exploiting inherent physical properties of the 

hardware itself. These attacks are often difficult to detect and defend against because they leverage 

subtle variations in the device's behavior that are not typically accounted for in the design of 

cryptographic algorithms or security protocols. 

 

Side-channel attacks can be particularly effective against hardware implementations of 

cryptographic algorithms, as cryptographic operations often involve complex computations that 

exhibit distinctive side-channel leakage patterns. Common types of side-channel attacks on 

hardware include timing attacks, power analysis attacks, electromagnetic analysis attacks, and 

acoustic cryptanalysis. 

 

3. The Attacks 

Side-channel attacks are broadly classified into the following groups. 

3.1. Timing Attacks 

Timing attacks exploit variations in the time taken by a cryptographic operation to execute. 

These attacks rely on the observation that the execution time of a cryptographic algorithm can be 

influenced by the input data, the values of secret keys, or other factors related to the device's 

internal state. By measuring these timing differences, an attacker can infer sensitive information 

about the cryptographic algorithm or the data being processed. 

    Example: Password Timing Attack: One common example of a timing attack is a password 

timing attack against a login system. In this scenario, an attacker repeatedly attempts to log in with 

different passwords and measures the time taken for the system to respond. If the system takes 

longer to respond when an incorrect password is entered, the attacker can infer that the entered 

password is closer to the correct password. By exploiting these timing differences, the attacker can 

gradually narrow down the possible passwords and eventually gain unauthorized access to the 

system. 

    Mitigation Techniques: Mitigating timing attacks often involves implementing cryptographic 

algorithms and protocols in a way that ensures consistent execution times, regardless of input data 

or secret key values. This may include using constant-time algorithms, where the execution time 

does not depend on the input data, or incorporating randomization techniques to mask timing 

variations.  

 

3.2. Power Analysis Attacks 

     Power analysis attacks exploit variations in the power consumption of a cryptographic device 

during its operation. These attacks rely on the principle that the power consumption of a device can 

provide information about the internal operations being performed, including the values of secret 

keys, data processing patterns, and cryptographic algorithm implementations. Power analysis 

attacks are particularly effective against hardware implementations of cryptographic algorithms, 

where the power consumption patterns can reveal sensitive information about the device's internal 

state. 

     Example: AES Power Analysis Attack: One well-known example of a power analysis attack is 

against implementations of the Advanced Encryption Standard (AES) algorithm. In this attack, an 

attacker measures the power consumption of a device while it performs AES encryption or 
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decryption operations. By analyzing the power consumption patterns, the attacker can deduce 

information about the internal state of the device, including the values of individual bits in the 

secret key. 

     Mitigation Techniques:Mitigating power analysis attacks often involves implementing 

countermeasures to reduce the correlation between power consumption and sensitive data. This 

may include incorporating randomization techniques, such as adding noise to the power supply or 

introducing dummy operations, to mask power consumption patterns.  

 

3.3. Electromagnetic Analysis Attacks 

     Electromagnetic analysis attacks (EMA) exploit electromagnetic emissions produced by a 

cryptographic device during its operation. Electromagnetic emissions are produced by electronic 

devices as a result of the movement of electric charges within the device. These emissions can be 

intercepted and analyzed using specialized equipment, such as electromagnetic probes or antennas. 

During cryptographic operations, the internal state of the device, including the values of secret keys 

and intermediate data, can influence the electromagnetic emissions produced. By analyzing these 

emissions, an attacker can deduce information about the cryptographic algorithm being executed 

and recover sensitive data. 

     Example: Smart Card Electromagnetic Analysis Attack: One example of an electromagnetic 

analysis attack is against smart cards used in banking and access control systems. In this attack, an 

attacker uses specialized equipment to intercept and analyze the electromagnetic emissions 

produced by the smart card during cryptographic operations, such as authentication or payment 

transactions. By analyzing these emissions, the attacker can deduce information about the internal 

state of the smart card, including the values of cryptographic keys, and potentially clone or 

compromise the card. 

     Mitigation Techniques: Mitigating electromagnetic analysis attacks often involves 

implementing physical security measures to shield the device from electromagnetic radiation 

leakage. This may include using shielded enclosures, electromagnetic shielding materials, or 

electromagnetic interference (EMI) filters to reduce the leakage of electromagnetic emissions. 

 

3.4. Acoustic Cryptanalysis 

     Acoustic cryptanalysis attacks exploit sound emissions produced by a cryptographic device 

during its operation. These emissions are generated by physical vibrations caused by internal 

components, such as capacitors, processors, or other electronic elements. By analyzing the acoustic 

signatures produced during cryptographic operations, an attacker can gain insights into the timing 

and nature of these operations, potentially revealing sensitive information such as secret keys or 

data processing patterns. 

     Example: Keyboard Acoustic Cryptanalysis: One well-known example of acoustic cryptanalysis 

is the use of microphones to capture the sound of keystrokes on a computer keyboard. By analyzing 

the acoustic signatures produced by different keystrokes, an attacker can infer the sequence of 

characters being typed by a user, potentially revealing sensitive information such as passwords or 

encryption keys. 

     Mitigation Techniques: Mitigating acoustic cryptanalysis attacks often involves implementing 

physical security measures to dampen or attenuate the acoustic emissions produced by the device. 

This may include using soundproof enclosures, vibration-dampening materials, or isolating the 

device from external sources of acoustic noise. Additionally, developers can use cryptographic 

algorithms and implementation techniques that minimize the correlation between the device's 

internal state and the acoustic emissions produced. 

 

 

4. Side Channel Attacks in Real World 

1. Cache Bleed: A Timing Attack on Open SSL Constant Time RSA [1] 

Cache Bleed is a side-channel attack that exploits information leaks through cache-bank 

conflicts in Intel processors. It can recover both 2048-bit and 4096-bit RSA secret keys 

from Open SSL 1.0.2f running on Intel Sandy Bridge processors after observing only 

16,000 secret-key operations (decryption, signatures). 
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2. One & Done: A Single-Decryption EM-Based Attack on Open SSL's Constant-Time 

Blinded RSA [2] 

This attack retrieves the secret exponent from a single decryption on arbitrary cipher text in 

a modern (current version of Open SSL) fixed-window constant-time implementation of 

RSA. It recovers enough bits of the secret exponents to enable very efficient reconstruction 

of the full private RSA key. 

3. RSA Key Extraction via Low-Bandwidth Acoustic Cryptanalysis [3] 

This acoustic cryptanalysis attack can extract full 4096-bit RSA keys from the popular Gnu 

PG software within an hour, using the sound generated by the computer during the 

decryption of chosen cipher texts. The attack relies on crafting special chosen RSA cipher 

texts that cause numerical cancellations deep inside GnuPG’s modular exponentiation 

algorithm, resulting in a gross leakage effect that is discernible for hundreds of 

milliseconds and distinguishable in the acoustic spectrum. 

 

5. Conclusion 

    In conclusion, side-channel attacks represent a significant threat to the security of hardware 

systems across various industries. As evidenced by the examples discussed, these attacks exploit 

subtle variations in physical properties such as timing, power consumption, electromagnetic 

emissions, and acoustic signals to extract sensitive information from cryptographic devices. 

Importantly, side-channel attacks are often employed alongside other attack vectors, making them a 

potent tool in the arsenal of sophisticated attackers. 

 

It's crucial to recognize that side-channel attacks may not always leave easily identifiable traces and 

may go unnoticed as the primary vector of a breach. This highlights the importance of 

comprehensive security measures that address not only traditional cyber security threats but also 

the nuanced vulnerabilities exploited by side-channel attacks. 

 

Despite the challenges posed by side-channel attacks, organizations must remain vigilant and 

actively work to implement robust security measures. By adopting principles of secure hardware 

design, selecting appropriate cryptographic algorithms, and implementing countermeasures to 

mitigate side-channel leakage, organizations can enhance the resilience of their systems against 

these threats. 
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